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CYMULATE INTRODUCTION

Test security assumptions, identify Test against latest vulnerabilities

A Breach & |AEcack simulation pogsib!e sec(tjjlritty ga?ls angj| Can S|muI?/teeC?;lgtlple attack and threats derived from
platiorm recelve Im%esié?]tz actionavie Cymulate’s research department
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BREACH ATTACK AND SIMULATION T st

“The premise of Breach Attack and Simulation tools is to launch reverse engineered threats, as you see them in the wild, on your own
network, with the detonation code removed. All the pathways and methodologies of an APT, without the damage”.

N
How safe is my company right \ Are we protected against the
now? How good is your security Where am | most vulnerable? |atest threats?
posture?

y

A

\ )

How can | continuously How do | select the best ¥ | need a way to convey risk
validate compliance? product for my company to the board

y

What do you need to spend
money, time, resources on? How
do you justify the spend?
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HOW CYMULATE WORKS
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Machine with Agent installed can be:
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DOWNLOAD
AGENT*
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« Astandard build employee laptop or desktop

RUN
ATTACKS

B

* AVM with an e-mail client and web gateway aligned, behind the perimeter Firewalls

Pre-Regs

 Clear Pre-requirements documents available to ensure smooth transition
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* A minimum of one TARGET endpoint with ONE agent deployed per e-mail and web gateway
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VECTORS OVERVIEW |

Network Action

Execution / Exploitation . S
P Propagation on Objectives

Recon Initial Foothold / Attack Delivery
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Web Application
Firewall

@ Immediate Threats

Phishing
Awareness

Endpoint
Security

Full kill-chain APT

Lateral
Movement

Data
Exfiltration

@ Purple Team

Legend: Intelligence Security Awareness @ On-Prem Infrastructure Security Controls Cloud Infrastructure
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RECON

« Know what your attackers know...

Gathers intelligence and identifies internet facing
weaknesses and vulnerabilities

Findings mapped to the MITRE ATT&CK™ Pre-
Attack phase

Types of Intelligence:

» Leaked credentials

» Infrastructure weaknesses

« Domain mimicking

Enriches security testing with Intelligence

Detect website which are not protected by a WAF

é%; Intelligence

\/

Enrichment
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EMAILGATEWAY /7N

Malicious
emails
« Test your email security controls against a

comprehensive combination of crafted test emails: v

« Email headers — spoofing

« Email body — malicious links

- Attachments - many file types with embedding "_?J . Emall

« Attachments - malicious payloads | M ERUSNEY

» Extensively tests the effectiveness of email security
controls, e.g., email G/W, Sandbox and Network
AV

* Provides clear remediation guidance to fix
misconfigurations and close security gaps

=Q:
[M | Mailbox

@
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WEB GATEWAY

Test your web security controls against a
comprehensive combination of web activity:

« Access to malicious web sites

* Downloads from malicious web sites
« Command & control communications
* Inappropriate content

« Extensively tests the effectiveness of web security
controls

« Test URLs and objects updated daily

* Provides clear remediation guidance to fix
misconfigurations and close security gaps
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WEB APPLICATION FIREWALL

» Test that your WAF protects web application
vulnerabilities and threats, including:

SQL Injections
Cross Site Scripting
File Inclusion
Command Injections
Vulnerabilities

Extensively tests the effectiveness of the web

application firewall

Provides clear remediation guidance to fix

misconfigurations and close security gaps
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PHISHING AWARENESS

» All the resources available to run and manage a
phishing campaign:

» Types of phishing campaigns - Link to landing page
or login Page, attachment etc.

» Craft email from template
Office, Social, File Sharing, Work Related etc.

« Malicious attachments are synthetic - Do Not cause
damage

* Find out who opened the email, clicked on the links or
entered credentials

» Assess employee security awareness to focus on
employees that require more education and
monitoring than others
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Phishing
Campaign

Employee
actions

Open, clicked
retrieved credential
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ENDPOINT SECURITY N
{E} Simulate

Attacks

DLL

» Validate your endpoint security against a
comprehensive set of out-of-the-box tests and
create your own

» Behavior based: Trojan, Ransomware, Worm
(lateral movement) and other techniques

» Signature based (Drop to disk) v Endpoint

\J
_O_ |
 Red-team function to create and run custom % Security
commands mapped to the MITRE ATT&CK
framework: Credential access, C&C, lateral
movement, privilege escalation, execution,
exfiltration, discovery and defense evasion

« Extensively tests the effectiveness of endpoint
security and provides clear remediation guidance
to fix misconfigurations and close security gaps MITRE

ATT&CK TTPs

@
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DIGITAb
LATERAL MOVEMENT

» Network infrastructure configuration
« Launched from a single agent @ omosr
T ” : ) (YM083
* Employs “living of the land” techniques. for & oo 8 i@ s
example, credentials and token harvesting -'

* Propagates using network and system services = (032

such as WMI, SMB and file shares

« Safe to use in production environments, does not
exploit vulnerabilities

8 crvos7
= . 13 a.c monitof-system

& (YM027

8 ovino

£ wintoesiBvovos7 @ o

* Visualize network propagation and discovered
assets

» Analysis to describe and guide you to remediate
infrastructure misconfigurations and weaknesses
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DATA EXFILTRATION

« Test security controls that prevent data loss

against an extensive test scenarios based on:

« Synthetic sensitive data:-
« Regulatory
« Company confidential
» Create & import your own

« Packaged in different file types:
e.g., Rich media and office

« Exported using different techniques:
e.g., cloud services, email and network
protocols

« Provides clear remediation guidance to fix
misconfigurations and close security gaps
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IMMEDIATE THREATS

®_ Cymulate (]

IMMEDIATE THREATS INTELLIGENCE

Cymulate security researchers explore for new
threats 24X7

Newly discovered threats updated daily to the
platform

XLS macro —> Loader EXE —> IcedID (Bokbot)

Enables you to replay attacks in one click or
automatically upon availability

Provides immediate assessment of your protection
against new threats found in the wild: email, web and
endpoint security controls

Additional Maze Ransomware variant

Provides threat related CVE’s and mitigation
guidelines within minutes
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FULL KILL CHAIN APT

Simulates the entire flow of an APT in one go L el L
Choice of Agent and Agentless Mode

Agentless mode starts with phishing email for a true-
to-life simulation

Offers selection of APT attack templates based on
high-profile APT groups: Lazarus, APT38, FINS,
Cobalt etc.

Customise your own APT based on MITRE ATT&CK
techniques

Provides clear remediation guidance to fix
misconfigurations and close security gaps
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PURPLE TEAMING

« For organisations with in-house PT/RT skills:

Leverage and scale expert resources

Create custom policy and compliance
assessments

Automate and expand security assurance
activities and regression testing

« Additional benefits for security service providers

Create, automate and operationalize customer-
specific testing scenarios

Differentiate service offerings with own brand of
automated assessments

Address mid-market price sensitivity

Assess SIEM Detection and SOC Response inline
with NIST 800-53 / MITRE ATT&CK
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MITRE ATT&CK FRAMEWORK |

. . Full attack kill chain h
Cymulate threat modelling Simulations of the latest .
uses the building blocks of the techniques utilized by current coverage, e”‘“'at”?g the flow
MITRE ATT&CK™ framework cyberthreats, updated daily of evc;nts of a multi-vector

attac )

Create scenarios from the Automation of ATT&CK™ Remediation and mitigation h
library of commands, create based simulations, so you can guidelines mapped to
your own commands and run them daily, weekly, or ATT&CK™ for additional
upload your own samples whenever context )

@
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REPORTING

Assessment Summary

Cymulate Score
o0

Your Emaill security exposure level ls: ®

Risk Summary

Score breakdown by risk level
High Risk I9%  e—
Medium Risk I7%  e—

Low Risk 24% -

Attack Type Summary

Score breakdown by attack types

Dummy 26% -
Links 67% .
fict Payload 15% ==
H Exploit 7%
! Malware 7% -
2 Worm 0%
Ransomware 78%
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E-mail Assessment Insights

You are most vulnerable to Links
£ 1t w s that w d as malicious by

hreat intelliger

vendors a

Security Score:

92 /100

a You are least vulnerable to Malware

= payl that wasion technigues \
: | 179

Archived Files

5 Zip, Rar, 7z that may potent
execution and cannot be detected w

Office Files
@ Such as: Word, Excel, Power-point that may potentially contain \
11%

O Configuration O Install Patch

malicious code execution with a Macro or an OLE embedded objects.
[oe |[ got |[.whk |[decx |[doem |[dotm | xisx | wism [ Lanm | xs

ERIECIIED xlam |[omw |[ et || pot BES | and B ledy,

E-Mail Spoofing

External email messages with forged sender were blocked @

Links - Rewrite

Malicious URLS have been rewritten O [ ]

* Probability of encounter

Impact of attack

e Infection success rate




BENEFITS
FOR CUSTOMERS TAKING THE AUTOMATED BREACH SIMULATION ASSESSMENTS

Better understand risk: Simulate attacks to understand security resiliency with no impact on the IT environment
Validate controls: Ensure that changes and updates to the Network don’t create security gaps
Enhance Security: Multiply ROl and Cyber Defence investment by understanding how to maximise the value of

existing security products

Derive insight: Understand how and where to invest to optimise security spend

Commercial flexibility: Computacenter’s Breach Simulation service is quick and easy to enable with flexible pricing
options to meet different customer requirements.

@
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WHY CON »
Sl RRAR

Better understand risk: Simulate attacks to
understand your security resiliency with no impact

3

on your environment ' '
Validate controls: Ensure that changes and v
updates to your Network don't create security gaps S/

: : —
Enhance Security: Multiply ROl and Cyber =
Defence by understanding how to maximise the §
value of your existing security products 5:

Derive insight: Understand how and where to
invest to optimise your security spend

Commercial flexibility: Computacenter’s Breach
Simulation service is quick and easy to enable with
pricing options that work best for your business.

-
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£\ PROTECTING DATA & INFORMATION

/—| '\ ACHIEVING IT COMPLIANCE & MANAGING IT RISK
v —

Mastering business security I

@ SECURING WORKPLACES & PEOPLE

DEFENDING TECHNOLOGY PLATFORMS

o
21 | Computacenter 2021 C )



