INFOCARD
CYBER SECURITY ANALYSTS

More than ever, companies are potential targets for hackers. Well-trained specialists are indispensable
in the fight against cyber criminals - but unfortunately not always accessible.

¢

CHALLENGES AT A GLANCE

* The threat is serious — companies fall victim to cybercrime every day. * Particularly solutions for detection are only effective if trained

* Hackers spy, blackmail or destroy companies’ intellectual property. specialists follow up on the insights that the system provides,

* In order to protect themselves, companies purchase hardware and evaluate these and decide which alarm is relevant and which
software that promise prevention and detection of abnormalities. response is appropriate.

* These specialists are rare — many companies have difficulties
mapping the necessary manual analysis tasks internally.

YOUR ADVANTAGE: OUR SECURITY EXPERTISE

» Computacenter helps you make your IT security operation optimal
and efficient, whether during the build-up phases of a Security
Operation Center (SOC] or in live operation.

In the conceptualization and implementation phase of an SOC, we
support you not only with our advice, but also with our cyber security
analysts on request.

For this purpose, we provide cyber security analysts with the help of
which you can assess the findings from the detection solutions and,
if necessary, take adequate countermeasures, for example to
identify and defend against attackers.

In our own Cyber Security Academy, we continually train our experts

in an ongoing training program.
Our cyber security analysts know exactly how attack, defence, IMPROVE IEI

monitoring and analysis, as well as countermeasures work. PREVENTION C——

We have exactly the expertise you need to make the most of your
analytical tools. REDUCE ATTACK

VECTORS

ENABLE
DETECTION

TAKE
COUNTERMEASURES

¢ |G

62 % OF COMPANIES ARE LACKING SECURITY
EXPERTS*

*(ISC)? Global Information Security Workforce Study, 2015



INFOCARD

CYBER SECURITY ANALYSTS

ﬁﬁ Use our know-how for your IT security. With cyber security analysts from Computacenter. DD

OUR SOLUTION: CYBER DEFENCE SERVICES

THE MODEL

¢ |n the conceptualization and implementation phase
of an SOC, our analysts temporarily support you
on-site to ensure a smooth transition to your
employees. In the long term, we offer remote
dedicated SOC activities, such as malware analysis,
loC generation and threat intelligence tasks.

You work with the results that your analysis systems
generate.

Our analysts evaluate security incidents and take
care of incident treatment. On the basis of gained
insights, they help to improve your analysis and
security systems. This ensures that attacks are
identified sooner, combatted faster and even
avoided.

THE DETAILS

* You receive individual support tailored to your
needs: weekly meetings with your security
specialists, temporary use of an analystin your
SOC (5-day week] and emergency deployment in
case of incidents and analysis — many models are
possible.

Our analysts evaluate information from your
monitoring systems and track alarms and
irreqularities.

No matter what system you are using, our analysts
can dive quickly into your security landscape.

OUR SECURITY KNOW-HOW

And we offer even more: all the necessary security services and solutions
from a single source. That includes consulting, design and operation of

* integrated and holistic security concepts,

* detective and reactive capabilities [SIEM, SOC or Cyber Defence Center]),

* information and user-centric information security and customer-specific
threat intelligence services for darknet and cybercrime research.

MORE INFORMATION

www.computacenter.com/de/services/security/cyber-security

WE ARE HERE FOR YOU

Want to know more? Please reach out to your contact person at Computacenter or visit our website

computacenter.de
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